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1. PURPOSE 

Laboratory computer systems should be validated for compliance and business 
reasons. The extent of validation depends on the risk the system can have on 
product quality and safety and on the complexity. This SOP gives guidelines on 
what the extent of validation should be for risk categories as defined by the SOP in 
Reference 4.2. 

2. SCOPE 

Risk-based validation of laboratory computer systems and other computer related 
GxP requirements such as limited access, system audits and change control.  

3. GLOSSARY/DEFINITIONS 

Item Explanation 

GAMP Good Automated Manufacturing Practice (Forum).  
The GAMP Forum exists to promote the understanding of the 
regulation and use of computer and control systems within the 
pharmaceutical manufacturing industry.  

GAMP 
Category 3 

Standard software package. All applications problems are solved 
with standard functions. However, typically not all available 
functions are exercised by the user’s application.  

GAMP 
Category 4 

Configurable software package. Provides standard interfaces and 
functions that enable configuration of user specific applications.  

GAMP 
Category 5 

Custom software package. Developed to meet specific needs of 
an application. Custom software may be a complete system or 
add on to a standard package. Custom software may be 
developed and supported in-house or by an external supplier. 

Standard 
Function 

Function that comes with software GAMP Category 3. 

Critical 
Requirement 

Requirement that the user determines to be critical for the 
effective use of the system. 

 
        Note: For other definitions, see www.labcompliance.com/glossary. 
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4. REFERENCE DOCUMENTS 

4.1. GAMP 4 Guide: “Validation of Automated Systems”, ISPE, Brussels, 2001 
(order from www.ispe.org). 

4.2. SOP S-519 “Risk Assessment for Laboratory Systems”. 
Available through www.labcompliance.com/solutions/sops 

4.3. “Risk Management Master Plan”. 
Available through www.labcompliance.com/books/risk. 

5. RESPONSIBILITIES 

5.1. System Owner 

5.1.1. Owns the process to define and document extent of validation for a 
specific system. 

5.1.2. Drafts documentation. 

5.2. Laboratory Manager  

5.2.1. Reviews and approves documentation. 

5.3. Quality Assurance  

5.3.1. Advises on regulations and guidelines related to GxP and 21 CFR       
Part 11.  

5.3.2. Reviews documentation for compliance with internal policies and 
guidelines. 

5.3.3. Approves documentation. 

6. FREQUENCY OF USE 
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6.1. Initially whenever equipment is qualified and software and computer systems 
are validated.  

6.2. After system updates or other changes and the change indicates that the extent 
of qualification or validation may need to be changed. 

6.3. Whenever system reviews indicate that the extent of qualification or validation 
may need to be changed. 
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7. PROCEDURE 

7.1. System owner defines validation steps for life cycle phases and tasks using 
Tables 7.1.1 to 7.1.9 as guidelines.  

 

7.1.1. Planning 

Validation Steps – Planning 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Detailed validation 
plan with all activities, 
deliverables, owners, 
and timetables. 

Detailed validation plan 
with all activities, 
deliverables, owners, 
and timetables. 

Detailed validation plan 
with all activities, 
deliverables, owners, 
and timetables. 

Medium Risk High-level plan with 
key activities. 

High-level plan with key 
activities. 

High-level plan with 
key activities. 

Low Risk No specific plan. High-level plan with key 
activities. 

High-level plan with 
key activities. 
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7.1.2. Setting Specifications 

Validation Steps – Setting Specifications 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Document all 
requirements. 

Uniquely number all 
requirements. 

Define critical vs. 
non-critical. 

Document all 
requirements. 

Uniquely number all 
requirements. 

Define critical vs. non-
critical. 

Document all 
requirements. 

Uniquely number all 
requirements. 

Define critical vs. non-
critical. 

Medium Risk Document all 
requirements. 

Document all 
requirements. 

Uniquely number all 
requirements. 

Define critical vs. non-
critical 

Document all 
requirements. 

Uniquely number all 
requirements. 

Define critical vs. non-
critical. 

Low Risk High-level system 
descriptions. 

Define and document 
all non-standard 
requirements. 

Define and document 
all non-standard 
requirements. 

 

7.1.3. Vendor Assessment 

Validation Steps – Vendor Assessment 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Review of vendor 
documentation. 

Vendor audit. Vendor audit. 

Medium Risk Document 
experience with 
vendor and system. 

Review of vendor 
documentation. 

Vendor audit. 

Low Risk None. None. None. 
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7.1.4. Installation 

Validation Steps – Installation 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Verify correct 
software installation.  

Document system 
and all components 
and configurations. 

Document software 
versions. 

Verify correct software 
installation. 

Document system and 
all components and 
configurations. 

Document software 
versions. 

Verify correct software 
installation. 

Document system and 
all components and 
configurations. 

Document software 
versions. 

Medium Risk Document system 
and all components 
and configurations. 

Document software 
versions. 

Document system and 
all components and 
configurations. 

Document software 
versions. 

Document system and 
all components and 
configurations. 

Document software 
versions. 

Low Risk Document system 
and all components 
and configurations. 

Document software 
versions. 

Document system and 
all components and 
configurations. 

Document software 
versions. 

Document system and 
all components and 
configurations. 

Document software 
versions. 
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7.1.5. Functional Testing 

Validation Steps – Functional Testing 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Test critical functions. 

Link tests to 
requirements. 

Test critical standard 
functions. 

Test all non-standard 
functions. 

Link tests to 
requirements. 

Test critical standard 
functions. 

Test all non-standard 
functions. 

Link tests to 
requirements. 

Medium Risk Test critical functions. Test all critical standard 
and non-standard 
functions. 

Link tests to 
requirements. 

Test critical standard 
functions. 

Test all non-standard 
functions. 

Link tests to 
requirements. 

Low Risk No testing. Test critical non-
standard functions. 

Test critical non-
standard functions. 

 

7.1.6. Ongoing Maintenance and Performance Control 

Validation Steps – Ongoing Control 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Regular virus check. 

Regular regression 
testing. 

Regular virus check. 

Regular regression 
testing. 

Regular virus check. 

Regular regression 
testing. 

Medium Risk Regular virus check. Regular virus check. 

Regular regression 
testing. 

Regular virus check. 

Regular regression 
testing. 

Low Risk Regular virus check. Regular virus check. Regular virus check. 
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7.1.7. Security Controls 

Validation Steps – Security Controls 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Regular review of 
user access lists. 

Regular check of 
access controls. 

Regular review of user 
access lists. 

Regular check of 
access controls. 

Regular review of user 
access lists. 

Regular check of 
access controls. 

Medium Risk Regular review of 
user access lists. 

Regular review of user 
access lists. 

Regular review of user 
access lists. 

Low Risk Regular review of 
user access lists. 

Regular review of user 
access lists. 

Regular review of user 
access lists. 

 

7.1.8. Change Control 

Validation Steps – Change Control 

System GAMP 3 GAMP 4 GAMP 5 

High Risk All changes approved 
by system owner and 
QA. 

All changes approved 
by system owner and 
QA. 

All changes approved 
by system owner and 
QA. 

Medium Risk All changes approved 
by system owner. 

All changes approved 
by system owner. 

All changes approved 
by system owner. 

Low Risk All changes 
documented by user. 

All changes 
documented by user. 

All changes 
documented by user. 
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7.1.9. Audits 

Validation Steps – Audits 

System GAMP 3 GAMP 4 GAMP 5 

High Risk Regular audit of 
system and 
subsystems.  

Regular review of the 
audit plan. 

Regular audit of system 
and subsystems.  

Regular review of the 
audit plan. 

Regular audit of 
system and 
subsystems.  

Regular review of the 
audit plan. 

Medium Risk “For cause” audits in 
case of problems.  

“For cause” audits in 
case of problems. 

“For cause” audits in 
case of problems. 

Low Risk None. “For cause” audits in 
case of problems. 

“For cause” audits in 
case of problems. 

 

7.2. Review and Approval 

7.2.1. The documents as developed in sections 7.1.1 to 7.1.9 are reviewed and 
approved by the laboratory manager for compliance with business 
practices. 

7.2.2. The documents as developed in sections 7.1.1 to 7.1.9 are reviewed and 
approved by the QA management for compliance with regulations and 
internal standards and guidelines.  

7.3. Regular Review and Updates 

7.3.1. Definition of validation steps is an ongoing process. The system owner 
reviews Tables 7.1.1 to 7.1.9 every year and updates the tables, if 
necessary.  

7.3.2. Updates from 7.3.1 are reviewed and approved following sections 7.2.1 
and 7.2.2. 


